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C U R R I C U L U M

1 Incident Management and Response 0 chapters   65 marks  

2 ISO Standards and Compliance 0 chapters   65 marks  

3 Leadership in Security Management 0 chapters   65 marks  

4 Railway Communication Systems 5 chapters · 30 classes   105 marks  

• 1 Fundamentals of Railway Communication Systems — 6 classes 

› 1.1 Identify Key Components of Railway Communication Systems

› 1.2 Explain the Principles of Signal Transmission in Railways

› 1.3 Analyze Communication Protocols Used in Railway Systems

› 1.4 Evaluate the Importance of Security in Railway Communications

› 1.5 Demonstrate Effective Communication Strategies for Railway

Operations

› 1.6 Apply Best Practices for Ensuring Signal Integrity in Railway Systems

• 2 Signalling Technologies and Standards — 6 classes 

› 2.1 Identify Key Signalling Technologies in Railway Communication

› 2.2 Analyze the Role of Standards in Signalling Systems

› 2.3 Explore ISO 62280 Requirements for Security in Signalling

› 2.4 Assess Risk Management Strategies in Railway Signalling

› 2.5 Implement Best Practices for Signalling System Security

› 2.6 Evaluate Future Trends in Railway Signalling Technologies

• 3 Security Challenges in Railway Communication — 6 classes 

› 3.1 Identify Key Security Challenges in Railway Communication

› 3.2 Analyze Vulnerabilities in Current Railway Communication Systems

› 3.3 Explore Emerging Threats to Railway Communication Security

› 3.4 Evaluate Security Protocols and Standards in Railway Systems

› 3.5 Develop Mitigation Strategies for Identified Security Risks

› 3.6 Implement Best Practices for Enhancing Railway Communication

Security

• 4 ISO 62280 Framework and Compliance — 6 classes 

› 4.1 Explore the ISO 62280 Framework Overview

› 4.2 Identify Key Components of Railway Communication Systems

› 4.3 Analyze Compliance Requirements for ISO 62280

› 4.4 Examine the Role of Security in Railway Communication

› 4.5 Develop Strategies for Implementing ISO 62280 Compliance

› 4.6 Assess the Impact of ISO 62280 on Railway Operations

• 5 Future Trends in Railway Communication Security — 6 classes 

› 5.1 Analyze Emerging Technologies Impacting Railway Communication

Security

› 5.2 Examine Current Vulnerabilities in Railway Communication Systems

› 5.3 Assess Regulatory Changes Shaping Future Railway Security

Standards

› 5.4 Develop Strategies for Integrating Cybersecurity in Railway Operations

› 5.5 Create a Risk Assessment Framework for Future Railway Technologies

› 5.6 Propose Innovative Solutions to Enhance Railway Communication

Security
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5 Security Risk Assessment 5 chapters · 18 classes   85 marks  

• 1 Fundamentals of Security Risk Assessment in Railway Systems 

— 6 classes 

› 1.1 Identify Key Principles of Security Risk Assessment in Railway Systems

› 1.2 Analyze Potential Threats to Railway Communication and Signalling

› 1.3 Evaluate Vulnerabilities in Railway Infrastructure and Processes

› 1.4 Assess Impacts of Identified Risks on Railway Operations

› 1.5 Develop Risk Mitigation Strategies for Rail Security Enhancements

› 1.6 Implement a Continuous Improvement Process for Security Risk

Management

• 2 Identifying Vulnerabilities in Railway Communication Systems —

6 classes 

› 2.1 Analyze Communication System Components for Vulnerabilities

› 2.2 Identify Potential Threat Actors Targeting Railway Systems

› 2.3 Evaluate Historical Incidents in Railway Communication Security

› 2.4 Assess Current Security Measures in Place

› 2.5 Develop a Risk Profile for Railway Communication Systems

› 2.6 Create an Action Plan to Mitigate Vulnerabilities

• 3 Threat Modeling and Risk Analysis Techniques — 6 classes 

› 3.1 Identify Key Threats in Railway Communication Systems

› 3.2 Analyze Vulnerabilities in Existing Signalling Protocols

› 3.3 Assess Impact and Likelihood of Threats on Security Infrastructure

› 3.4 Develop a Risk Matrix for Railway Security Scenarios

› 3.5 Prioritize Risk Mitigation Strategies for Threats Identified

› 3.6 Create a Threat Model for a Hypothetical Railway Communication

Network

• 4 Evaluating and Prioritizing Risks in Railway Operations 

• 5 Developing and Implementing Security Mitigation Strategies 

6 Strategic Security Planning 0 chapters   45 marks  


