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CURRICULUM

G Business Continuity Management

a ICT Readiness Frameworks

* 1 Understanding ICT Readiness in Business Continuity Planning

1.1 Define ICT Readiness and its Role in Business Continuity
1.2 Identify Key Components of the ICT Readiness Framework
1.3 Analyze the Impact of ICT Failures on Business Operations
1.4 Evaluate Current ICT Readiness Levels in Your Organisation
1.5 Develop an ICT Readiness Assessment Strategy

1.6 Create an Action Plan for Enhancing ICT Preparedness

* 2 1S0O 27031 Framework and Its Components

2.1 Identify Key Components of the ISO 27031 Framework
2.2 Understand the Role of ICT in Business Continuity

2.3 Assess Organizational ICT Readiness Practices

2.4 Analyze Risk Management Strategies in 1ISO 27031

2.5 Develop an ICT Readiness Action Plan

2.6 Evaluate the Effectiveness of ICT Readiness Frameworks

3 Assessing ICT Readiness: Tools and Techniques

3.1 Evaluate Current ICT Capacity for Business Continuity
3.2 Identify Key Tools for Assessing ICT Readiness

3.3 Analyze Risks and Vulnerabilities in ICT Systems

3.4 Develop Assessment Criteria for ICT Readiness

3.5 Implement Evaluation Techniques for ICT Resources
3.6 Create an Action Plan for Enhancing ICT Readiness

e Information Security Practices

° Leadership in Crisis Management

0 chapters 105 marks

5 chapters - 30 classes 85 marks

* 4 Implementing ICT Strategies for Business Continuity

4.1 Assess Current ICT Infrastructure for Business Continuity

4.2 Identify Key Business Processes Impacted by ICT Failures

4.3 Develop ICT Risk Management Strategies for Business Continuity
4.4 Create an ICT Continuity Plan Template

4.5 Test and Evaluate ICT Strategies through Simulations

4.6 Review and Update ICT Strategies for Continuous Improvement

* 5 Monitoring and Improving ICT Readiness Over Time

5.1 Assess Current ICT Readiness Levels

5.2 Identify Key Performance Indicators for Monitoring

5.3 Develop a Continuous Improvement Plan for ICT Readiness
5.4 Implement Monitoring Tools and Techniques

5.5 Analyze Data Trends and Their Implications for Continuity
5.6 Cultivate a Culture of ICT Readiness Among Stakeholders

0 chapters 65 marks

0 chapters 45 marks



e Practical Application and Case Studies

e Risk Assessment Techniques

¢ 1 Introduction to Risk Assessment Principles
* 2 Identifying and Categorizing Risks

* 3 Risk Analysis Techniques
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0 chapters 45 marks

5 chapters 85 marks

« 4 Mitigating Risks in ICT Environments

* 5 Monitoring and Reviewing Risk A nent Proc

UKPRN 10067351 « Company 4984798

Curriculum current at the date of issue.



