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VALIDITY Lifetime

AWARDING BODY

CURRICULUM

LAPT — London Academy of Professional Training

G Data Protection Regulations

a Effectiveness Evaluation

e Implementing Strategies for Privacy

° Privacy Management Frameworks

* 1 Foundations of Privacy Management Frameworks

1.1 Define Key Concepts in Privacy Management

1.2 Explore the Importance of Patient PIl in Healthcare

1.3 Identify Legislative Frameworks Influencing Privacy Management
1.4 Analyze the Components of a Privacy Management Framework
1.5 Evaluate Different Privacy Management Models

1.6 Apply Privacy Management Principles to Real-World Scenarios

* 2 Regulatory and Compliance Landscape for Patient Privacy

2.1 Analyze the Key Regulations Impacting Patient Privacy

2.2 ldentify Compliance Obligations for Healthcare Organizations

2.3 Evaluate the Role of Data Protection Officers in Patient Privacy
2.4 Explore Best Practices for Patient Information Security

2.5 Assess the Implications of Non-Compliance on Healthcare Entities
2.6 Develop a Framework for Continuous Privacy Improvement

» 3 Risk Assessment and Privacy Impact Assessments in Healthcare

3.1 Identify Key Components of Privacy Risk Assessment in Healthcare
3.2 Analyze Common Types of Risks to Patient PII

3.3 Explore Privacy Impact Assessment Frameworks and Methodologies
3.4 Conduct a Privacy Impact Assessment: Step-by-Step Guide

3.5 Evaluate the Effectiveness of Privacy Control Measures

3.6 Develop Action Plans for Mitigating Identified Privacy Risks

0 chapters 65 marks

0 chapters 65 marks

0 chapters 65 marks

5 chapters - 30 classes 105 marks

* 4 Implementing the Privacy Information Management Framework

4.1 Define Key Concepts of Privacy Information Management
4.2 Analyze the Components of a Privacy Management Framework

4.3 Assess Organizational Readiness for Privacy Framework
Implementation

4.4 Develop a Step-by-Step Implementation Plan for PIl Management
4.5 |dentify Best Practices for Continuous Monitoring and Improvement
4.6 Create a Training Module for Stakeholders on Privacy Compliance

* 5 Monitoring, Auditing, and Continuous Improvement of Privacy
Practices

5.1 Identify Key Performance Indicators for Privacy Practices

5.2 Develop a Privacy Audit Checklist for Compliance

5.3 Conducting Privacy Audits: Best Practices and Methodologies

5.4 Analyze Audit Findings to Identify Gaps in Privacy Management

5.5 Implement Continuous Improvement Strategies in Privacy Practices
5.6 Communicate Privacy Improvements to Stakeholders Effectively



e Risk Analysis and Compliance
1 Understanding Patient PIl and Its Importance in Health IT

1.1 Define Patient PIl and Its Relevance in Health IT

1.2 Identify Sources and Types of Patient PII

1.3 Assess the Risks Associated with Improper PIl Handling

1.4 Evaluate Legal and Regulatory Frameworks Surrounding Patient PII
1.5 Develop Strategies for Effective Patient Pl Management

1.6 Implement Best Practices for Compliance and Risk Mitigation

« 2 Risk Assessment Methodologies for Patient PIl

2.1 Identify Key Components of Patient Pll Risk Assessment

2.2 Analyze Common Risk Assessment Methodologies Used for Patient
Data

2.3 Evaluate the Effectiveness of Quantitative vs Qualitative Approaches
2.4 Implement Risk Scoring Techniques for Patient PII
2.5 Develop Risk Mitigation Strategies for Identified Risks

2.6 Assess Compliance with Regulatory Frameworks in Patient PII
Management

« 3 Identifying and Evaluating Risks in Health IT Environments

3.1 Define Key Concepts of Risk in Health IT

3.2 Identify Common Risks Associated with Patient PII
3.3 Analyze Vulnerabilities in Health IT Systems

3.4 Evaluate Potential Impact of Identified Risks

3.5 Assess Compliance with ISO 27701 Standards
3.6 Develop Strategies for Risk Mitigation in Health IT

e Team Leadership in Privacy Management

5 chapters - 24 classes 85 marks

* 4 Compliance Frameworks and Regulations for Patient Privacy

4.1 Identify Key Compliance Frameworks for Patient Privacy

4.2 Analyze Regulatory Requirements Impacting Patient Pl

4.3 Evaluate Risks Associated with Non-Compliance in Patient Privacy
4.4 Develop Strategies for Implementing Compliance Frameworks

4.5 Assess the Role of Leadership in Patient Privacy Management

4.6 Create a Compliance Monitoring Plan for Patient Information Security

« 5 Developing a Comprehensive Privacy Information Management
Strategy

0 chapters 45 marks
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